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In the recent decade, drones have emerged as the new go-to weapon by world militaries, which have been aiming to find
ways to extend their ability to inflict damage on the enemy at a smaller cost. This trend has not been limited to world
militaries, but has in recent years also grown in popularity among non-state actors, which have been aiming to find
ways to inflict maximum damage on their counterparts, who have much greater funding and military capabilities. In
this, military drones became a weapon of choice due to their low cost, ease of building, simple supply chain, as well as
their ability to avoid radar detection. This paper will look at how significant this change has been in terrorist groups’
military strategies, and what the global response has been to limit the proliferation of this technology, as well as to find
ways to counter it.

The methodology that this research will adopt will be the case study structure, as it would allow a clear demonstration
of the cases where this new trend of terrorism was used and what were the international responses against it. The
research for this paper was mainly done through a mixture of news analysis, open-source intelligence gathering, as well
as political report and literature analysis. This paper will define terrorist organizations according to the U.S. State
Department’s list of designated terrorist organizations. The case studies in this paper will examine the use of drones by
Hezbollah in Lebanon, the Houthis in Yemen, and Iranian-aligned militia groups designated as terrorist organizations

by the U.S. State Department.2

The region of focus of this paper will be limited to case studies in the Middle East, as defined in this paper,
encompassing the region spanning from the Levant to the Arabian Peninsula, as defined by the UK Parliament.’ While,

depending on the source, the region can include Sudan and Libya, regardless, this paper will not consider these options.

Drones in this paper will refer to military drones used by terrorist groups for the purposes of surveillance, suicide
attacks, as well as direct strike capabilities. This paper will not refer to dual-use or fully civilian drones incorporated into

the terrorist groups arsenal.
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Drones emerged as a game-changer in modern warfare. They first appeared during U.S. operations in Iraq and
Afghanistan, showcasing sophisticated unmanned weapon systems, and were later popularized by global militaries that
began producing lower-cost versions. This concept of cheaper aerial weapons capable of inflicting damage on far more
expensive military assets was further demonstrated during the Nagorno-Karabakh conflict in the 2020s and later in the
Ukraine conflict.* This trend was also followed by non-state actors, who began developing their own less sophisticated

versions or importing the technologies from states that support their organizations.

One of the most successful weapon that these terrorist organisations managed to get a hold on might be the suicide
drones. These loitering munitions, which are also called kamikaze drones, function as explosive UAVs that are designed
to crash into targets with precision.S Unlike traditional drones, they are single-use systems that allow the controller to
maneuver in the air while at the same time delivering destructive power like missiles. This innovation represented a
significant evolution in asymmetric warfare by terrorist organisations, allowing these actors to conduct precise strikes
while maintaining deniability. The technology has become a hallmark of a number of group’s warfare strategy,
particularly visible in conflicts across the Middle East, where these drones have been used against both military and

civilian targets.

One of the drivers of this technology's rise as the go-to weapon has been shown to be their considerably easier materials
to transport discreetly compared to larger weapon systems. It is also important to take into account that, especially in
the case of drones, many of the parts can be 3D printed, according to an interview with Tihama-based security
officials.® On the other hand, for classic weapon systems smuggling in most cases is the only way. Smuggling weapons to
conflict zones, especially as a sanctioned state, has a few disadvantages. Firstly, smuggling is an expensive process. It
costs money to pay intermediaries and smugglers, and regardless, there is a great risk of the weapons being discovered or
caught before even getting to the intended location, making the investment a potential waste. Secondly, as the sponsors
of terroisms generally aim to have a possible deniability strategy regarding its relations and arms sales to the
organisation. It is unbeneficial for the smuggled weapons to be found, which can be traced back to their source which
can cause significant PR problems. The 3D printing technology allowed, instead of smuggling the whole weapon, the
ability to use technology and design transfer for them to be locally mass-produced at a much cheaper cost. That might
explain why many terrorist organisations use drones which most parts are commonly printed locally. However still in
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main source. For example while the Qasef-1, the so-called Houthi domestically produced drone, ended up with

significant similarities in design to the Iranian Ababil-T suicide drone, showing the likelihood of design transfer.”

However, while the outside parts of drones can be produced or printed locally, the internal electronics still need to be
supplied by foreign countries such as Iran. It is known that Iran has been supplying these because a letter given by a
panel of experts to the UN Security Council president indicated findings that the internal electronics of the drone

found are acquired from domestic Iranian suppliers and electronics manufacturers predominantly located in Asia.?

In this aspect the first aim of the international response to deter such drone terrorism could have been to cut the supply
chain. However this has been significantly difficult due to many of the components used having dual commercial
usages which makes it significantly complicated to differentiate the parts that are being brought in the country aimed
for military purposes and for civilian use.” Furthermore the lack of rule of law and oversight in the countries where
conflict exists further complicates a collective international response to limit the proliferation of such weapon

technologies. 10

Usage of drones by terrorist organisations also brings another aspect of conflict: psychological warfare. For example
during the period of high-intensity escalation between Hezbollah and Israel, Hezbollah actively used Iranian drones as
an aspect of psychological intimidation."" This usage of intelligence and media for public communication to the Israeli
media, aiming to create uncertainty and vulnerability, also helps the organisations prestige, as every drone that
Hezbollah sends to Israel that manages to avoid interception by the Iron Dome helps the organisations deterrence aims
by reminding the Israeli public of Iran’s technological capability and that they can be targeted. Such an aspect also
makes these weapons significantly damaging to the human well being in the conflict areas as it degrades public morale

and presses further stress in the society.
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Since October 7, Iranian-backed proxies in Iraq have systematically struck U.S. military bases using missiles and drones
exported by Iran, carrying out 170 attacks in just eight months." These precision strikes were not merely aimed at
harassment but were more of a calculated demonstration of their ability to challenge American dominance by focusing
on its technological limitations. Despite its undeniably overwhelming firepower, the U.S. has shown the world that it is
unable to defend itself against a continuous barrage of Iranian drones and missiles. This showed that, regardless of its
strong stance in the diplomatic field, the U.S. has significant vulnerabilities in its regional presence. The Biden
administration's retaliation against these proxy positions in Iraq came only as a reaction to the death of three U.S.
soldiers in a drone attack.”® This created the perception that the U.S. is not in control but is merely reacting to regional
developments. Even when the U.S. strikes came into action, they failed to restore its vanished deterrence, with Iran
simply dialing back attacks temporarily without paying any significant price for its actions.'® This period left 45
American personnel wounded and 3 dead, showing how Iran can inflict physical harm without taking any
responsibility.15 These attacks revealed a stark reality that many in the strategic decision-making circles of the White
House would find troubling: that Iran, using these proxies armed with its drones, had successfully challenged U.S.

military superiority in the region, turning Washington’s once-unquestioned hegemony into a liability.

Similarly, these proxies also continuously attacked Israeli bases using missiles and drones, with attack claims increasing
from only 6 times in August 2024 to 111 times in October 2024, regardless of many failing to reach Israel itself.'® While
it could be argued that there is some autonomy in these attacks, as the groups have repeatedly stated that they are
attacking to pressure Israel to end its war in Gaza, the fact that Iran is arming them creates their attack capabilities,
which ultimately serve Iranian regional interests. While there have been some reports published in Reuters on April 7,
2025, arguing that there was significant pressure from Washington for the disarming of these Iran-linked militia

groups, this argument was quickly denied by the leaders of these orgatnizations.17
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Hezbollah is also considered a terrorist organization that has effectively employed drones to achieve its military
objectives. While the exact number of UAVs in their arsenal remains unknown, estimates suggest they possess several
thousand"® The increased accessibility and tactical advantages of unmanned systems make it reasonable to presume
Hezbollah's current drone capabilities far exceed earlier assessments. We also have statistics showing that drone attacks
from Hezbollah to Israel during the Israel-Hezbollah conflict of 2024 had a considerably low interception rate due to
their ability to fly while avoiding the Israeli air defences radar systems. The IDF report shows an estimated 70-80%

success rate in intercepting against the October 2024 attacks from Lebanon.”

Another one of the successful cases of terrorist groups using drones for their interest was the usage of drones by the
Houthis. Initially involved in a domestic insurgency against Yemeni authorities and Saudi-led coalitions since the 1990s,
the Houthi movement saw a boost in Iranian military aid from 2015 onwards.”* This escalated assistance was mainly
through the provision of sophisticated unmanned aerial vehicles (UAVs). These transfers significantly augmented the
group’s capacity to conduct operations beyond its historical scope, giving it significant long-distance strike capabilities
that allowed the Houthis to inflict significant damage on Saudi Arabia.* This strategy of attacking with drones,
causing further damage to Saudi civilian and economic locations, resulted in the 2023 ceasefire in the Yemen civil war
considerably in favour of the organiszltion.22 While after the ceasefire between the Saudis there was a significant
reduction in Houthi activity, in more recent years after the start of the Gaza conflict on October 7, the Houthis began
using drones to disrupt the region. The Gaza conflict allowed political bases for Houthi actions which were aimed to
advance their own wider strategic objectives. With a growing technical support and weaponry from countries like Iran,

the group started focusing on attacking Israeli targets and international shipping routes, basing these actions on their
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involvement in the Gaza hostilities.” In the years between 2024 and 2025, Houthi forces carried out 671 assaults on
commercial and military vessels, alongside 57 strikes aimed at Israeli territory, all while using an inventory of
Iranian-manufactured drones.** These operations allowed them to cause significant disruptions to global shipping in
strategic water corridors such as the Bab el-Mandeb Strait and Suez Canal. By December 2024, transit volume through
these waterways had declined by 75%, a sharp increase from the 50% reduction documented seven months prior.
BIran’s supply of precision-guided systems not only improved the group’s tactical effectiveness but also allowed it to
push its broader objective of exploiting regional instability to counter rival states and influence maritime security

frameworks.

There have been some efforts to challenge these activities of Iran and its proxies in recent years. Operation Poseidon
Archer, conducted by a coalition of U.S. and UK navies, launched over 530 airstrikes against Houthi military
installations in 2024 to destroy this Iranian proxy infrastructure.” ¥ After the Trump administration took over he
decided to increase the pressure with extensive strikes aiming to deter the organisation while also degrading the group’s
military capacities. In this aim the US military carried out over 1,100 strikes with its Operation Rough Rider striking
Houthi’s weapon factories, military facilities and weapon storage depots. % The UK again became the only country to
also join these strikes from 30th of April with the British Defence Minister John Healey referring to their operation as
the British response to the persistent threat to freedom of navigation.29 According to the British government the attacks

destroyed numerous drone manufacturing and storage sites 3 While these operations killed a number of high-ranking
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Houthi officials and destroyed numerous military bases according to a publication by New York Times US Central
Command believes that while the strikes caused some degradation of Houthi capability it is argued that the lost
capacity could be easily restored.™ According to a UN Panel of Experts on Yemen report, after the US strikes Houthies
maintained their drone launch capabilities and increased their weapon procurement and smuggling activities which
strengthened their combat capabilities. Furthermore the report also referred to the seizure of 750 tons of illicit materiel
and weapons by the Yemeni government which included drone components such as hardware pieces, warheads,
thermal seekers, drone engincs.32 This further proves that while the strikes may destroy the existing infrastructure due
violations of the arms embargo continue to occur and the considerably simple put together of the drones allow the
organisation to keep its military capability. Such examples show the limitations of air operations in countering such

modern terror threats.

There were also some diplomatic measures taken including passing of a UN Security Council resolution denouncing
the Houthi attacks and US re-designated the Houthis’ as a Specially Designated Global Terrorist entity which did not
show to have any effect on the organisation's actions.*® In that respect the international cooperation also stayed limited
with only a limited number of countries joining the US’s naval operations against the Houthi threat which failed its
main objective to deter the organisations actions disrupting the maritime trade.”* One semi successful diplomatic win
might be the May 2025 US-Houthi ceasefire agreement which limited Houthi strikes against US ships and global
shipping. However this agreement, first did not include Israel, resulted with a continuation of drone attacks to Israel
and Israeli ships as well as on a number of occasions also targeting Liberia and Netherlands flagged maritime vessels.”

While the ceasefire reduced the organisation’s global maritime attack statistics, it remained a threat to maritime trade,
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and by the end of 2025, freight rates from Asia to Europe were still 80 percent higher than before the Houthi attacks

began.36

Toward the last days of 2025, Houthi activities had emerged as a testament to their ability to project influence through
using their drone attacks. These continuous attacks on shipping lanes compromised navigational freedoms and exerted
measurable strain on global commerce, increasing insurance costs and inflationary pressures on the Western states that
the organisation sees as rivals.” The proliferation of this advanced weaponry to non-state actors, in that regard,
functioned not only as a tool for supporting regional insurgency but also as a deliberate strategy to destabilize critical
maritime zones, showing the evolving challenges of hybrid warfare in contemporary geopolitics. The attacks on
maritime shipping continued in 2025 with limited international response to challenge or limit the terror organisations
ability to inflict damage.™ Today, with the growing crisis in the Middle East and expectations of further attacks by the
Houthis, global powers appear ununified in their objectives, making it unlikely that they will be able to effectively

counter such a threat to come.

The counter drone terrorism economy has been a challenging question for western military actors to find a solution
for. As everything aside these drones have been an economic way to give damage to the US and its allies. While one
Houthi or an Iranian suicide drone used by Iraqi militias can cost between around $20.000 the US administration
found itself spending way more to defend against these weapons as the air defence missiles US uses to take them down
can cost up to $2 Million.*” Similarly the drones used by Hezbollah cost significantly less than the Israeli Iron Dome air
defence systems that they use to take them down. This cost disparity brought these conflict and counter terrorism
operations to an economic level showing how terrorist weapons can be used to damage the countries economies as well
as causing a gradual reduction of defensive munitions stockpiles. The global powers failed to find ways to reduce this
price disparity between the threat and the capabilities required to counter it effectively. The global responses against the
ongoing Iranian hostilities will likely be the decisive path to see if there may be a change in the global response and
strategy to challenge drone terrorism. Since the Iran conflict started Iran has been targeting American military bases,
critical infrastructures, civilian buildings and maritime shipping in the Middle East using drones. These attacks have
caused significant economic, strategic and personal damage which has caused many countries affected by these attacks

to invest in drone detection and interception systems. This investment surge has also extended to Ukrainian firms,
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which have been producing anti-drone systems for years and are considered reliable, battle-tested investments capable
of countering this threat. This is particularly important as Iranian drone technology makes up a significant percentage
of the arsenal of the terrorist organisations in the Middle East as Iran is the main supplier of weapons to most of these
organisations. In that sense, if this boost to develop and invest on potential drone detection systems allow the rise of
startups which can challenge Iranian drone attacks, these technologies and investments can also be used to challenge

future drone attacks from terrorist organisations as well.



